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BUGS

Value Proposition BOUNTY: W

NO PO/P1 Vulnerability
NO PAYMENT

This is the SECURATHON Promise.




Our 3 Deliverables

REPORT 1 REPORT 2 REPORT 3
THECXO THE DETAILED THE REAL-TIME
SECURITY POSTURE TECHNICAL PATCH
REPORT (SPR) REPORT (DTR) TRACKER

= High level summary of = Detailed proof of concepts
Issues for the CXOs + The = Business impact along with

Board. CVSS score
= Business Impact and root = Patch information with

= Bug & Patch Tracker

= Contains Details + Four
Main dates: When the
Vulnerability was found,

cause analysis strong recommendation

= Action items for and configuration
remediation ENES

when it will be patched,
when it was actually
patched & when BB team
re-validated it.




Why BugsBounty.com?

BECAUSE WE FOCUS ON BUSINESS IMPACT
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100% HIT RATE FOCUS ON BUSINESS NO ONE LIKE US! @
With 110+ clients, We get paid IMPACT No other company globally
ONLY |F we show you that your We are NOT a VA/PT company. offers simulation of CROWD
business could have been hurt. We focus on Business Impact SOURCED security, with NO
RELEVANT for the BOARD! RISK.
« 4 D O
]
NO EXPLOITATION SPECIALIST PAYLOADS PAY FOR PERFORMANCE
We find crucial vulnerabilities, With over 25,000 hackers in our Ifwe cantfinda P-ZERO or a
BUT we DO NOT exploit them. community, we have access to P-ONE vulnerability, there is
We will show you Proof of Hacks EXCLUSIVE PAYLOADS. THIS IS nothing to pay! FREE! This is the
BUT Not exploit them. A HUGE ADVANTAGE. promise of SECURATHON.

~

Because malicious hackers don’t need an invitation to hack you!



Why BugsBounty.com?

BECAUSE WE HAVE A 100% HIT RATE.
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POWER OF THE CROWD SKILL OF THE HACKERS HAND PICKED PEOPLE @
CROWD attacks! Not just 2 or 5 If hackers have a level from 1 to Selected from over 25000+
pen-testers! Use the power of 10, then these are all level 9+ hackers. Each member makes
multiple brains hackers. Anything less than that between $3000- $18000 per
Is not accepted in this elite team! person, per month!
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OFFENSIVE BY DESIGN FASTEST IMPACT PATCH ASSISTANCE
BUT WITH NO RISK With a 5 day, 7 Day and 10 Day ALL our team are
format, the impact is quick, and HACKER-DEVELOPERS. When S —
Simulation of a real world Black results in a significant boost in BB recommends patches, we E—
Box attack, without the risks! yOur security posture. fake care of ALL POSSIBLE ———
forward impacts while patching. v

Because malicious hackers don’t need an invitation to hack you!



BB Internal Red Team (IRT)

See why these ethical hackers are among the best in the world?

S

TEAMIS LISTED IN HALLS OF FAME OF

Bl G »

SKILL LEVEL 9-10

BB IRT is selected from over

RENOWNED 25000+ hackers who took
> < @ BB IRT comprises of hackers who our ‘CAPTURE THE FLAG’
- até(t are on the ‘HALLS OF FAME’ of ASSESSMENT.

Google, Facebook, Linkedin etc!

...& 100+ other prominent brands

HAND PICKED

You cannot join the BB Internal Red Team RED TEAM
until you pass the CTF assessment with 12 BB IRT deploys only highly

tests. offensive and manually
intensive payloads, that are BLACKBOX
Only 31 people to date have passed this unique to us, thanks to our BB IR team simulates the
screening! extended knowledge from real world scenario and
the crowd prefers towork in a

BLACKBOX environment



1+1+1+1=1111&NOT 4

v TEAM 1

SQL INJECTION

The first team tries to get an SQL
Injection. It DBA True?

=

@ TEAM 2

-]
RCE/SHELL ACCESS

Remote Code Execution by
gaining SHELL access to that box

=

We've created the team to ensure SPECIALISTS
are at hand in all possible successive areas in the
threat matrix. If not on route of entry, then the
next, or the next, BUT SUCCESS IS GURANTEED,
OR NO PAYMENT.

TEAM 3

DATA CENTRE CONTROL

Using SHELL access, one can f&l TEAM 4

gain access to the Data Centre

Network e
OFFICE NETWORK
Using Data Centre control one
can gain access to the Office
Network/Command Centre as

well




Why BugsBounty.com?

IN SHORT...

Fourth EVER Bug Bounty platform in the world. The other three prominent ones are in the USA

The ONLY company in the world offering - SIMULATED CROWD-SECURITY

UNSTRUCTURED, YET VERY STRUCTURED -

MULTI PRONGED ATTACK VECTORS: WEB + MOBILE + INFRA.

3 PROGRAMS: BBWEB 100+, BBMOB 100+ & BBINFRA 40+

All possible URLs, APls, Points of penetration are mapped and checked against EACH AND EVERY ONE OF
THESE 240+ vulnerabilities in the three structured programs.

We use the power of MAN + MACHINE. Proprietary Artificial Intelligence powered tool called SH1ELD, that
carries out reconnaissance, before the Human Team begins attack.

Very ‘difficult’ to catch the breach because Al tool behaves like a ‘Human'’ rather than a typical tool.

31+ Hand picked people - Selected from 25,000+ hackers. All are Level 9+ on a scale of 1 to 10. We use our own CTF
to recruit talent from among renowned hackers.

Power of community Payloads. Largest repository on this side of the Atlantic.

110+ clients in India alone - ICICI Bank, IDFC Bank, Bajaj Finance, Indialnfoline, Motilal Oswal, Angel Broking,
MakeMyTrip, Yatra, Dominos, Jabong and many more.
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